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We are DIVD: 180 helpful hackers and 40 
partner organisations with a mission



Mission

We aim to make the digital world safer 
by reporting vulnerabilities we and our partners 

find in digital systems to the people who can fix them.

And we do this Dutch style:
open, direct and for free

We are the voluntary firebrigade of the internet



Vision

DIVD is a place 
where helpful hackers 

can do their thing, 
free and safe.



We have been helping you 
for 7 years now

201 CVEs - > IPv4 scanned - > 1.433.803 notifications
176 Zero-days - > processed as CNA - > CVEs

1.379.844.098 stolen credentials processed - > notified
1 serious attack

0 law suits

(For just 400.000,- euro / year)



How someone could have turned Europe dark
With just one password…



What could you do with 10 GW?



Hack Out





That’s too easy, lets try harder



Time to scale up
as a CVE Numbering Authority



csirt.divd.nl/cna



With ENISA, not Mitre



Happy Wietse, happy supply chain

CVE-2024-21876 
CVE-2024-21877 
CVE-2024-21878 
CVE-2024-21879 
CVE-2024-21880 
CVE-2024-21881



Scale up with Harm & Wilco

CVE-2024-43648, CVE-2024-43649, 
CVE-2024-43650, CVE-2024-43651, 
CVE-2024-43652, CVE-2024-43653, 
CVE-2024-43654, CVE-2024-43655, 
CVE-2024-43656, CVE-2024-43657, 
CVE-2024-43658, CVE-2024-43659, 
CVE-2024-43660, CVE-2024-43661, 
CVE-2024-43662, CVE-2024-43663.



Scale up with Hamza, Humza and Alex

CVE-2025-36756
CVE-2025-36757
CVE-2025-36758
CVE-2025-36759

A problem with missing authorization on SolaX Cloud platform 
allows taking over any SolaX solarpanel inverter of which the 
serial number is known.

It is possible to bypass the administrator login screen on SolaX 
Cloud. An attacker could use parameter tampering to bypass the 
login screen and gain limited access to the system.

It is possible to bypass the clipping level of authentication 
attempts in SolaX Cloud through the use of the 'Forgot 
Password' functionality as an oracle.

Through the provision of user names, SolaX Cloud will suggest 
(similar) user accounts and thereby leak sensitive information 
such as user email addresses and phone numbers.



Harm strikes again…

CVE-2025-36756
CVE-2025-36757
CVE-2025-36758
CVE-2025-36759

The credentials for the MQTT server as well as the RSA 
decryption key could be extracted from the javascript code 
and DOM of the iSolarCloud website. Using these 
credentials a malicious user could then subscribe to the # 
topic of the MQTT server and thus receive all data from all 
connected devices. Using the RSA decryption key obtained 
in the same manner all the messages from all topics could 
be decrypted as well.



Happy hackers, vendors and supply chain



But….

What if vendors 
just don’t want to listen

to helpful hackers?



We report to the authorities

> RED: Radio  Equipment Directive

> CRA: Cyber Resilience ACT

> NIS2: Network & Information Systems directive 2



So, how do we get away with all this?
Societal need

We do vulnerability disclosure to prevent online damage to as many 
internet users as possible and don’t serve any particular financial, 

political or individual interests.

Principle of Proportionality
We serve this need with appropriate means. Our research should 
increase and not decrease the integrity and availability of online 

systems.

Principle of Subsidiarity 

If several means are available to meet the need, we opt for the one 
which has the least impact.



But we are under attack



We are under attack and opened the candy jar



Help us
to

help you



Respond to our notifications

partner: chris@divd.nl

divd.nl/donate

7H4NX



Demo time!
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